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Red Macros Factory
» Capabilities overview

» Customization in mind

» Quality of Life Improvements

» Formats supported

» Batteries included
1. cli.exe

2. generate.exe

3. msir.exe

4. lnker.exe

5. smuggler.exe

6. chmer.exe

7. package.exe

8. convert.exe

9. obfuscate.exe

10. signer.exe

11. embed.exe

12. inject.exe

13. tamper.exe

14. lolbaser.exe

15. macroless.exe

16. shellcode2vba.exe

17. encode.exe

18. And more!

» Active Development

» Upcoming features

» Pricing

(Encode) Generate Obfuscate

Embed Inject Tamper

(Signer) Package Smuggle

» 65+ kLOC: Python + VBA/S
» 3 years of active R & D

Msir Lnker Chmer

cli.exe



Objectives



Capabilities overview

» 3 years long Research-driven development

» Initial Access payload generation time reduced from days to minutes

» Battle-tested quality: used during numerous engagements, from a Red Teamer to Red Teamers

» One command to generate fully-fledged, customisable Malicious document with:

» 25 different VBA infection strategies (so called “generators” – File Dropper is considered one)

» 23 different command execution tactics (so called “launchers” – Wscript.Shell considered one)

» 10 exotic ActiveX-based autoruns (e.g. InkPicture1_Painted)

» Full support for shellcode (x86/x64) / .NET assemblies / URLs for payload staging

» Sandbox execution-guardrails

» Obfuscated VBA macro with lowered entropy for ML-based detection rate reduction, VBE/JSE script encoding

» Automated Office documents generation / backdooring (Excel/Word/PowerPoint/Publisher/Visio/Project/Access)

» Translation of VBA scripts into WSH ones (VBS, SCT, HTA, WSF, WSC, …).

» VBA Stomping/Purging/anonymization/vbaProject.bin/metadata presetting trickery applied on generated documents

» Up to 5 minutes to get advanced weaponized Office document or WSH script.



Capabilities overview

» Basic support for MacOS Office payloads

» Variety of VBA generators implement among the others:

» DotnetToJScript .NET assembly execution from VBA

» XSL loading

» File Dropper

» DLL Sideloading (with built-in support to attack Teams and Defender)

» COM Hijack

» XLAM / XLL Dropper

» OSX JXA Stager

» OSX Phishing

» Various stageless payload hiding techniques (such as CustomXMLParts)

» OPSEC concerns scanner and bypass suggestions

» Baked in MS Defender’s Attack Surface Reduction (ASR) rules bypasses

» Support for more than dozen tested LOLBASes

» Generation of malicious MSIs, LNKs (with built-in 15+ attacks), URLs, CHMs



Capabilities overview

» Thoroughly documented

» Weaponization tutorials and guidance

included

» Convenient updater



Customization In Mind

» Adversary Simulation is all about being custom & playing cutting-edge cards

» Red Macros Factory supports that by exposing templates directory for operators to customize

» If you want to adjust chunks of code, IOCs, HTTP headers hardcoded – simply adjust relevant VBA/VBS/… snippet

» Bring your own LOLBIN, HTML Landing Page, adjust MSI WXS – by simply playing around with templates directory



Quality of Life Improvements

» Modularity of the framework helps crafting automation scripts & CI/CD pipelines
as well as reuse separate tools for different purposes

» Tools can be invoked directly from command line

» But more conveniently from auto-complete’able CLI shell

» Also parameters can be moved to external, reusable YAML files

» Additionally, framework works with global-defaults YAMLs

» Built-in OPSEC scanner sniffs OPSEC considerations & bad smells
letting you regenerate payload & stay-Ahead of AVs

» Framework requires nearly no additional dependencies:

» Apart from having MS Office installed

» And for DotNetToJS-flavoured generators – the Python3

» Documentation provides numerous examples, 
weaponization procedures and other helpful info



Formats supported

» Office

» Word, Excel, PowerPoint

» Access

» Visio

» Project

» Publisher – cannot auto-insert VBA though

» WSH scripts

» VBS, VBE, HTA, SCT, WSF, WSC, XSL

» Feature-rich HTML Smuggling

» Containers

» Cutting-Edge LNK attacks implemented, 

» URL, CHM

» MSI, MST



INTRODUCTION



» Your single tool to generate complex Initial Access scenario!

» Metasploit-alike powerful CLI handling all commands and parameters

» With support for auto-completion, history, variables, user input and 

more...

» Workhorse shining when provided with batch files automating all the 

things

» Comes with preset automated weaponization scenarios (batch files)

» You can create your own batch files / scenarios too

» One tool to rule them all

cli.exe

Batteries Included »



» One-stop-shop to craft them all!

» Generates dodgy VBA/VBS/HTA/SCT/… code 
or fully-fledged Office Documents
in a single command shot. 

» Highly customizable – plenty of parameters,
settings and adjustments supported

» Support for 26 generators and 23 launchers

» Integrates most of the tools in a single EXE

generate.exe

Batteries Included »



» Compiles malicious MSIs based on a few weaponization scenarios

» Backdoors existing MSIs & signs them

» MSIs produced can:

» Run-exe

» Run .NET DLLs and native DLLs in-memory

» Run VBScript/Jscript in-memory

» Execute commands in system

» Drop files to HDD

» Mess with registry (imagine COM Hijacking MSI)

» Probably the first tool available that can reliably 

backdoor MSIs!

msir.exe

Batteries Included »



» Generates malicious LNK/URL files with custom parameters or via built-in presets

» Can backdoor existing LNKs

» Currently provides 10+ attack presets, including:

» Embedding files into ZIP, that gets bundled into LNK

» WSC, XSL, SCT, DNS stagers

» Polyglot LNKs not involving CMD/Powershell/scripts

» Incorporates LOLBASes, applies obfuscation

» Offers numerous GUI masquerading tricks

lnker.exe

Batteries Included »



» Produces complex HTML Smuggling payloads, out of the box equipped with:

» Anti-Sandbox/Anti-Headless, Mouse-Movement detection logic

» Time-Delayed dropping

» Post-drop redirection

» Comes with a few pre-set HTML website templates:

» OneDrive

» SharePoint

» Blank

» Custom landing-page templates can easily be integrated

» Implements SVG Smuggling concept

smuggler.exe

Batteries Included »



» Generates malicious CHM compiled HTML documentation files

» Can create blank CHM, based off input HTML as well as

backdoor existing one.

» Runs up to 3 commands or input VBScript/Jscript

» Incorporates LOLBASes

» No additional dependencies required.

chmer.exe

Batteries Included »



» Extended version of my publicly available PackMyPayload

» Takes input file/directory and packs it into output container

» Bundles files & directories into LNKs using custom, non-public technique

» Supports inserting files and ActiveX COMs as OLE objects into Office documents

» Can be used to insert pictures & tracking-pixels to Office documents

» Can produce nested-containers by 

iteratively packing containers into containers!

» Imagine:

» package.exe C:\evil Report.iso,index.html

» Quickly yields ISO smuggled in HTML.

package.exe

Batteries Included »

https://github.com/mgeeky/PackMyPayload


» Takes input VBA code, attempts to translate it into other form

» VBA/VBS -> HTA/VBS/SCT/XSL/WSF/WSC/… + VBE (VBScript encoded)

» JS -> HTA, JSE (Jscript encoded)

» HTA -> HTA encoded

» Performs script enconding (VBS/VBA => VBE) with Script.Encoder COM

» Integrates with signer.exe to produce signed scripts

» Works in two modes:

» Literal translation – experimental

» Embeds input VBA into dynamic Excel+VBA stub

» Nice and easy way to quickly generate bunch of Initial Access scripts

convert.exe

Batteries Included »



» Takes input VBA script – outputs its obfuscated form.

» Features:

» Strings obfuscation – custom-base64, StrReverse/Chr

» Low-entropy dictionary based symbols renaming

» Tricks that lower ML-based detection rate

» English-looking fake comments insertion

» Breaks overly long lines

obfuscate.exe

Batteries Included »



» Takes input VBA script and automatically embeds it into output Office document

» Supports Excel, Word, PowerPoint, Access, Visio, Project

» Handles password-protected documents

» Backdoors existing documents or creates new ones

» Handles built-in exotic auto-runs such as 

ActiveX based ones! 

» Think of auto-injected Windows Media Player OCX

embed.exe

Batteries Included »



» Offers few approaches to inject payloads/data into Office document structures

» Handy for hiding big payloads/shellcodes stealthily in Office 2007+ ZIP

» Support for among the others: Variables, CustomXMLParts, Remote Templates, CustomUI

» https://mgeeky.tech/payload-crumbs-in-custom-parts/

inject.exe

Batteries Included »

https://mgeeky.tech/payload-crumbs-in-custom-parts/


» Applies few techniques on an Office document in aim to

lower effective detection rate

» VBA Purging

» VBA Stomping + hiding code from GUI

» Anonymization

» vbaProject.bin renaming

» Document encryption

» File properties/metadata injection

» Presetting Operation-specific metadata

tamper.exe

Batteries Included »



» Used by generate.exe/lnker.exe/chmer.exe ease incorporation of LOLBASes to run 

specified commands

» LOLBINs customisation and adding new ones is as easy as adding new .BAT/TXT file

» Takes command on input, surrounds it into specified/all available LOLBINs

» Comes only with verified & filtered LOLBINs set

lolbaser.exe

Batteries Included »



» Builds on top of DDE/Fields/Complexfields injection

» Implements a few macro-less infection strategies.

» Excel reconnaissance

» steal.NetNTLM

» steal.NetNTLM2

» ddeauto.execute

» link.com

» exfil.file

macroless.exe

Batteries Included »



» Takes arbitrary input file and generates reliable output VBA encompassing that file.

» Generated VBA will follow concatenation approach to rebuild input shellcode, but in a slightly 

minimized approach.

shellcode2vba.exe

Batteries Included »



» XORs and/or base64-encodes input files for stealthy URL-based delivery

» Nicely integrates with generate.py capability to unXOR and deBase64 payloads upon 

downloading

encode.exe

Batteries Included »

Makes all the difference!



PLANS & PRICING



» Tool is under active development 

» every bug or feature request reported gets addressed real quick

» Version releases notified through e-mail

Active Development



» GUI interface – Work In Progress!

» Development of more automated/batch scenarios mimicking real-world Threat Actors TTPs

» Further MSI, LNK and other formats weaponization strategies

» Ongoing research on MOTW evasions

» Polyglot files research: making file simultaneously recognized as LNK and another usable format

» Smuggler enhancements including Decoy documents, improved sandboxes avoidance

» VBA/VBS to JScript translation

» (In progress) Support for OneNote embedded files

» Numerous R&D researches I’m involved in, which might result in product’s enhancements:

» https://twitter.com/mariuszbit/status/1555564238332170241

» https://mgeeky.tech/payload-crumbs-in-custom-parts/

» https://twitter.com/mariuszbit/status/1527424924255764484

» https://twitter.com/mariuszbit/status/1481287792781049857

» https://twitter.com/mariuszbit/status/1451616667029708802

» https://twitter.com/mariuszbit/status/1492280777412943880

Upcoming features

https://twitter.com/mariuszbit/status/1555564238332170241
https://mgeeky.tech/payload-crumbs-in-custom-parts/
https://twitter.com/mariuszbit/status/1527424924255764484
https://twitter.com/mariuszbit/status/1481287792781049857
https://twitter.com/mariuszbit/status/1451616667029708802
https://twitter.com/mariuszbit/status/1492280777412943880


» PRICE:

» 3500$ - for a new Team license (5 seats), annual

» 2200$ - for a license renewal

» Extras:

» For +500$ extra I’m throwing in advanced shellcode loader along with source code (C++)

» Premium package:

» 4300$ - gives a complete bundle: red-macros-factory + DropLoader + year-long access to my Github sponsorware

» No official, public distribution – private sale program only to keep the product low-profile

» Only for vetted, legitimate Security Consultancy vendors/teams.

» Exclusive offering - no plans for selling it to more than 10-15 customers.

» Price includes:

» Frequent updates, new features, bugfixes

» Technical support & assistance, newsletter with occasional OPSEC & Evasion Tips & Tricks

Pricing & Availability



Sounds interesting?

Let me know – I’ll help your Red Team up their game! 

@mariuszbit

mgeeky

mb@binary-offensive.com
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